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New Users and RSA re-activation

Updated 11/03/16

Introduction

Currently all RDHPCS users are required to have an activated RSA token, even if you are required to
do intitial login via CAC. This will be changing as we transition from RSA to CAC over the next several
months so stay alert for updates and notifications.

RSA activation

Prerequisites

You have a newly issued RSA token from the RDHPCS account management group. This could be
because you are a new user, or we are replacing an expired, defective, or lost token.

Process

1) Send an email message to rdhpcs.aim.help@noaa.gov​ with the subject, “Enable RSA Token”.

If this is a replacement token, when you have received confirmation that your token has been
enabled, please set your pin (as described in step 2 below) and then you should be able to login and
resume work.

If you are a new user, continue with the following steps.

2) Open and new browser window and go the RSA Token Login page: RSA Token Login

Follow the directions to setup and initiate an RSA login to the system to which you have been granted
access.

The RSA token is used to provide two-factor authentication access to the RDHPCS systems. When you
are asked for a password, this will be your personal PIN number plus the code on the RSA token. You
will set your PIN number the first time you try to login. When you login to the system, you will see the
prompt: Access is via First.Last username only. Enter RSA PASSCODE:

When there at least 3 bars shown on the left side of your token display, enter the 6 digit code on the
screen. If there are less than 3 bars, wait until the code changes. The system will then ask you to
define a 5-8 character alpha-numeric PIN number. Select a PIN number and enter it, then re-enter it to
confirm your PIN when asked. To complete this process, the system will prompt you to enter your RSA
passcode.

Enter RSA PASSCODE: At this time, enter your PIN+RSA code. If the code on the RSA token is the
same you used to initially login, you must wait for the code to change before completing this step. All
future logins will require that you enter your PIN+RSA code to authenticate.

https://rdhpcs-common-docs.rdhpcs.noaa.gov/wikis/rdhpcs-common-docs/doku.php?id=rsa_login
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3) Creating an Authentication Certificate After you have successfully authenticated with your PIN+RSA
code, you will be asked to create an authentication certificate. This certificate is used across the
entire RDHPCS program and is used for internal system authentication as well as data transfer for
some transfer tools between RDHPCS sites. Follow the instructions provided on the screen to
complete this process. The passphrase must be at least 3 words (for now, DO NOT USE ANY SPECIAL
CHARACTERS e.g. ‘”*#, etc.), each word separated by a space. It would be good to use a phrase that
is complex, but easy to remember. The passphrase is only needed in two cases. First, if you do not
login every 30 days, you will be asked for your passphrase. Second, every 12 months, your master
certificate needs to be regenerated and you will need your passphrase to do this.

4) Confirming success If you get to the point where the login process is trying to actually log you into
the system then the preceding steps have been successful. However, since your certificate will not
have been validated, this is as far as you can go. Wait for an email that tells you that your certificate
has been signed. When you have reached this point, you will be prompted for a password. The
certificate needs to be validated by an administrator which can take up to 1 business day. If you
haven’t received an email after one business day, please try to continue with Step 5 and if the
process still requests a password send an email help request.

5) After receiving your confirmation that your certificate has been signed (or waiting a business day),
you can now login. When you have successfully logged in and your certificate is activated, you will
message similar to: You will now be connected to NOAA RDHPCS: Jet system Hit ^C within 5 seconds
to select another host. After a few seconds, you will be at the system prompt. If you have any
problems with this process please email ​rdhpcs.aim.help@noaa.gov​. If you have any questions about
the system or other RDHPCS issues, please email ​rdhpcs.help@noaa.gov​. Documentation for the
systems can be found at ​https://wiki.rdhpcs.noaa.gov​. To access the RHPCS wiki, use your email
credentials to login and authentication (NEMS name and password).
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